Ipunoxenue Ne2. UH(popManmoHHAs MaMATKA VIS 00y4aOIIUXCH A1 pa3MellleHusl Ha
opuumnanbHbIX MHTEpHET-pecypeax

C KaXIbIM rOJJOM MOJIOZIEKH B MHTEPHETE CTAHOBUTHCS OOJIbILIE, @ IIKOJbHUKU OJHU U3
CaMbIX AaKTHBHBIX Iosib30Bareneil PyHera. Mexay TeM, NOMHUMO OTPOMHOIO KOJIMYECTBA
BO3MOKHOCTEHM, MHTEPHET HeceT U MpoOsieMbl. DTa MaMATKa JOJDKHA ITOMOYb Tebe Oe30macHo
HaXOJUThCS B CETH.

Komnvromepuvie supycul

KoMmnbrorepHslii  BUPYC — 3TO  Pa3HOBHUJHOCTb  KOMIIBIOTEPHBIX  IIPOrPaMM,
OTJIMYUTETHPHOM OCOOCHHOCTBIO KOTOPOH SIBISIETCA CIOCOOHOCTh K pa3MHOXKeHHI0. B
JIOTIOJTHEHHE K 3TOMY, BUPYCHI MOTYT MOBPEIUTH MM TMOJHOCTHIO YHUYTOXXUTH BCE (ailiibl U
JaHHbIE, MOJIKOHTPOJBbHBIE MMOJIb30BATENI0, OT UMEHH KOTOPOro Oblja 3amyllleHa 3apa)kéHHas
nporpamMma, a TaKKE MOBPCAUTH WM AK€ YHUYTOXUTH OICPALMOHHYHO CHUCTEMY CO BCCMU
¢aiinamu B iesoM. B 60bIIMHCTBE CiTyd4aeB pacpOCTPAHSIOTCS BUPYCHI Ue€pe3 MHTEPHET.

MeTop! 3a1IUTEI OT BPEAOHOCHBIX IPOTPaMM:

1. Hcnonb3yli cOBpeMEHHBIE ONEPALMOHHBIE CUCTEMBI, UMEIOINE CEPhE3HBIN YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOTPAMM,;

2. TlocrosHHO ycraHaBnmuBaid mauTH (IMQPOBBIC 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTAQHABJIMBAIOTCS C LENbI0 JAOPAOTKH NMPOrpaMMbl) U JApyrue OOHOBIEHHS CBOEH
oTepannoHHOM cucTeMbl. CKauuBail X TOJIBKO ¢ O(PUIIMAIBHOTO caiiTa pa3paboTYnKa
OC. Ecnu cymiecTByeT pexHUM aBTOMaTHUYE€CKOI0 OOHOBJIEHHUS, BKJIIOUH €T0;

3. Paboraii Ha cBOeM KOMITBIOTEpE TIOJ] ITPaBaMU IOJIB30BATENS, a HE aJMHUHHUCTPATOPA.
OTO HE MO3BOJUT OOJIBLIIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTAJJIMPOBATHCS Ha
TBOEM IIEPCOHAIBHOM KOMITBIOTEPE;

4. Vcnonw3yil aHTUBUPYCHBIE NPOrPAaMMHBIE NMPOJYKTHl U3BECTHBIX MPOU3BOJAUTENEH, C

aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

Orpannyb pu3nUecKuil JOCTYN K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIUII;

6. Vcnonp3yii BHEIIHME HOCUTEIH MH(OPMAINH, TaKUe Kak (uIienka, TUCK Win Gail u3
MHTEPHETA, TOJIKO U3 NMPO(EPEHHBIX HICTOUHUKOB;

7. He oTkppiBail KOMNbIOTEpHbIE (ailyibl, NOJy4YE€HHbIE U3 HEHAAEKHBIX HCTOYHUKOB.
Jaxe Te (aiinbl, KOTOpble NpUCHad TBOM 3HAKOMbIM. Jlydmie yTOYHHM y Hero,
OTIIPABJISLI JIU OH Te0E HX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu Mepenavyn JaHHBIX, HE TEXHOJOTHS, a BCETO JIMIIb OpeH 1, Mapka. Ere
B 1991 rony Hunepnanjackas kommanusi 3apeructpupoBana Opens « WECA», uro o6o3Havaso
cinoBocodeTanue «Wireless Fidelity», KOTOpbIii TepeBOAUTCS KaK «OECIPOBOIHAS TOYHOCTHY.

Jlo Hamero BpemeHHM Jouuia jApyras aOOpeBuarypa, KOTOpas SIBISIETCS TaKOH ke
TexHosoruei. Iro abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHIApT
BBICIINI 3ByKOBOW TexHuKH Hi-Fi, uTo B mepeBoie 03HauaeT «BhICOKAS TOUHOCThY.

[a, 6ecruiaTHbII MHTEPHET-IOCTYI B Kade, OTeNsAX M a’pomnopTax SIBISETCS OTIMYHOU
BO3MOKHOCTBIO BbIX0JIa B MHTepHET. HO MHOTHE 3KCHepThl CYMTAIOT, YTO o0mIe1ocTynHble Wi-

Fi cetu He saBiArOTCS OE30IIACHBIMHU.

CoBertnl 110 6e30macHOCTH paboTe B 001Ie10CTyHBIX ceTsix Wi-fi:
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He nepenaBaii cBoro nuuHyo HH(popMmaiuio uepe3 obmenoctynHele Wi-Fi ceru.
PaGorasg B HHMX, *eJlaTe€IbHO HE BBOJUTH MApOJM JOCTYIA, JOTHMHBI U KaKue-TO
HOMeEpA;

Hcnonp3yit 1 0OOHOBIISIH aHTUBUPYCHBIC MPOTpaMMbl M OpaHaMayep. TeM caMbIM ThI
obe3omnacuillb cedst 0T 3aKaYKU BUpPYyCa Ha TBOE YCTPOHCTBO;

[Tpu ucnonp3oBanuun Wi-Fi oTtkmoun ¢yskmuio «O6mmit goctyn k daitiiam u
npuHTepam». JlaHHas (QYHKIUS 3aKphlTa [0 YMOJYAHUIO, OJHAKO HEKOTOphIE
MOJIH30BATEIN aKTUBUPYIOT €€ /sl yA00CTBa UCTIOIB30BaHMs B paboTe min yuebe;

He ucnonw3yii myomuunsiii WI-FI n1s mepenaun IUUHBIX JaHHBIX, HAIpUMEp JUIS
BBIX0/Ia B COI[MAJIbHBIE CETH WJIU B AJIEKTPOHHYIO MOUTY;

Nnone3yit Tonpko 3ammieHHoe coequHenue uyepes HTTPS, a nve HTTP, t.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B MmoOwieHOM Tenmedone orkiaroun  ¢yHkuuio  «[lomkimrouenne k- Wi-Fi
aBToMaTHyeckmn». He momyckaif aBToMaTH4eCKOIro MOAKIIOUEHHUS] YCTPOHCTBA K CETSIM
Wi-Fi 6e3 TBoero cornacusi.

COI/;Z/laﬂbele cemu

CoumanbHble CETH aKTUBHO BXOMST B HAIIy XH3Hb, MHOTHE JIIOAM PaOOTAIOT U KHUBYT
TaM INOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MUUIMap Ye€lIOBEK, UYTO SIBISIETCS OJHOM
CeIbMOM BCeX JKuTeNel IutaHeTsl. MHOTHE TOJb30BaTENM HE TMOHUMAIOT, YTO HH(pOpMamus,
pa3MelleHHass UMM B COLIMAIIBHBIX CETSAX, MOXKET ObITh HaliJleHa M UCIOJIb30BaHa KEM YTOJIHO, B
TOM YHCJIE€ HE 00513aTEeNIFHO C OJIaruMHU HaMEPEHHUSMHU.

OcHOBHBIEC COBETHI IO O€30MAaCHOCTH B COIMAJIBHBIX CCTAX:

1.

2.

Orpanuub CHOUCOK Jpy3eil. Y TeOs B APY3bAX HE JOKHO OBITh CIY4YallHBIX U
HE3HAKOMBIX JIFOICH;

3ammumiail cBoW YacTHYIO ku3Hb. He ykasbiBail maponu, TenedoHbl, agpeca, naTy
TBOETO POXACHUS W JPYryl0 JUYHYI0 WHPOPMAnuio. 3IOYMBIIIICHHUKA MOTYT
UCIONIb30BaTh Jlake MH(OpPMAIMIO O TOM, KaK Thl U TBOM POAMUTEIH IUIAHHPYETE
IIPOBECTU KaHUKYIIbI;

3ammuiiai cBOI penyTaluio - IepKU ee B UUCTOTE U 3a/laBaii cebe BOmpoc: XOTel Obl
ThI, 9YTOOBI APYTHE MOJIb30BATEIM BUJEIH, YTO THI 3arpyxaemb? [lomymai, nmpexae
9YeM YTO-TO OMYOJIMKOBATh, HATUCATh U 3aTPY3HTh;

Ecnu TbI roBOpHILL C JIIOJbMHU, KOTOPBIX HE 3HAECIIb, HE UCIOJIB3YH CBOE peajbHOE
UMs U JIPYTYIO0 JHYHYIO HHQOpPMAIUHU: HMs, MECTO YXKUTEIbCTBA, MECTO Y4eObl U
npoyee;

N36eraii pazmemienust ¢pororpaduii B MuTepHeTe, riae Thl H300pa)KeH Ha MECTHOCTH,
10 KOTOPOIl MOXHO OTPEAEIIUTH TBOE MECTOIOIOKEHHE;

[Ipu peructpanuu B COIMAIBHON CETH HEOOXOAUMO HCIIOJIb30BaTh CIOXKHbIE MAPOJIH,
cocTosmue u3 OyKB U U(p ¥ ¢ KOTUIECTBOM 3HAKOB HE MEHee §;

Jlis coumanbHON CeTH, MOYTHl M APYTUX CAaTOB HEOOXOIUMO HCIIONB30BaTh Pa3HbIC
napoiu. Toraa ecnu TeOst B3JIIOMAIOT, TO 3JIOYMBIIIJIEHHUKH MOJIYyYaT AOCTYI TOJBKO
K OZIHOMY MECTY, a HE BO BCE Cpa3sy.

DnexmponHnvle OeHvbeu

DJNEeKTPOHHBIE €HBI'M — 3TO OYEHb YJOOHBIA CIOCOO IMIaTexX e, OHAKO CYIIECTBYIOT
MOUIECHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH ACHBIH.

BJ'ICKTpOHHI)Ie JCHBI'M IOABHJIMCHh COBCEM HC€IAaBHO M MMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax 40 CUX IOP HEC NPOIHMCAHO PO HUX B 3aKOHAX.
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B Poccun xe oHM (YHKIMOHMPYIOT M O HHX YK€ MPONHCAHO B 3aKOHE, TIe HX
pa3leNsloT Ha HECKOJbKO BUIOB — aHOHMMHBIE M HE AHOHMMHbIE. PasHuna B TOM, 4TO
QHOHHMMHBIE - 3TO T€, B KOTOPBIX pa3pellaercs MPOBOAMTH omepauuu 0e3 uAeHTU(UKALUU
MOJIb30BATENs], @ B HEAHOHUMHBIX HJICHTU(UKAIINH [TOJIB30BATENS SBISAETCS 00s13aTENbHOI.

Taxke cienyer pasnuvarh dJIEKTPOHHBIC (UATHBIE JEHBI'M (PaBHBI TOCYIApCTBEHHBIM
BAJIIOTaM) | SJIEKTPOHHBIC He(praTHBIC IEHBIH (HE PaBHBI TOCYIapCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 0€30MacHO paboTe ¢ ANEKTPOHHBIMU JACHbIAMU:

1. TlpuBsxu K cueTy MOOMIBHBIN TenedoH. DTO camblil yIOOHBIM 1 ObICTPBIN crioco0
BOCCTaHOBUTH JOCTYN K cueTy. [IpuBs3aHHbBIN TenedoH MOMOXKET, eciu 3a0yaelb
CBOU IUIATEKHBIN MMAPOJIb WM 3alE1Ib HA CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. Hcnonp3yit omgHopaszoBble maponu. [locie mepexona Ha YCHIGHHYIO aBTOPH3AIHIO
Tebe yxe He OyeT yrpokaTh OMTACHOCTh KPayku MITH MepexBaTa IUIaTeKHOTO MapoJis;

3. Boibepu cnoxubiii mapoisb. [Ipectymaukam OyneT HE MPOCTO yrajaTh CIOKHBIN
napoiib. HajexkHble mapoim — 3TO0 Mapoiu, KOTOphIe CoAepKaT HE MEHee 8 3HaKOB U
BKJIIOUYAIOT B ce€0sl CTPOYHBIE U MPOIUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CHMBOJIOB,
TaKWe KakK 3HaK JIojuiapa, pyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOJIUM CBOM JUYHBIEC JaHHBIE HA cailiTax, KOTOPBIM HE TOBEPSCIIb.

3ﬂ€Kmp0HHa}l nodima

DJEeKTPOHHAs MOYTa — 3TO TEXHOJOTHUS U IPEJOCTaBIsIEMbIE €10 YCIYTH 0 NEPEChIIKE U
MOJTYYCHUIO DIIEKTPOHHBIX COOOIIEHHIA, KOTOPBIC PACIPEIENSIOTCS B KOMITBIOTEPHOW CETH.
OOBIYHO ~ SJEKTPOHHBIM  MOYTOBBIM  SIIMK  BBINNIAOUT  CIEAYIOIIMM  00paszoMm:
UMS_TIONIb30BATENSA(@UMS_JTOMEHa. Takke KpOMe TIepelayd MPOCTOro TEeKCTa, HUMEeTCs
BO3MOXHOCTb IlepeaBaTh (haibl.

OcHOBHBIE COBETHI M0 Oe30macHOl paboTe ¢ 3JIEKTPOHHOM MOYTOM:

1. Hagno BeIOpaTh mpaBUIIBHBINA MOYTOBBIM cepBUC. B HHTEpHETE €CTh OrpOMHBIN BBIOOP
OecIUIaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4llIe AOBEPATh TEM, KOTO 3HACIlb U KTO
IIEPBBII B PEUTHHIE;

2. He ykaspiBaii B 1uuHON noure JU4yHy uH(popManuio. Hampumep, myuine BbIOpaTh
«MY3bIKaIbHBIN _(paHaT@» min «pok2013» BmecTo «remal3»;

3. Hcnonp3yil ABYX3TalHYIO aBTOPHU3ALMIO. DTO KOT/Ia MOMHUMO MapoJisi HY>)KHO BBOAMTH
KOJI, IpHUChIIaeMbIil o SMS;

4. BoiOepu cioXHbIM naposib. s KaX1oro mouyToBOTO SIIUKA JIOJKEH OBITH CBOM
HAJICKHBIM, YCTOWYUBBIN K B3JIOMY IIapOJIb;

5. Ecnm ectb BO3MOXHOCTh HamHMcaTh CaMOMY CBOHM JIMYHBIM BOMPOC, MCIOJIB3YH 3Ty
BO3MO>XHOCTB;

6. Vcnonb3yil HECKONBKO IMOYTOBBIX SILIMKOB. lIepBbI A7 4YacCTHOM NEPENmUCKU C
aapecaTaMH, KOTOPBIM Tbl JIOBEPsCIIb. OJTO DSJIEKTPOHHBIM aapec HE Halo
MCITOJIb30BaTh NP PETUCTPALIUK HA GOpyMax U calTax;

7. He otkpeiBaii (ailyibl 1 apyrue BIOKECHHUS B MHUChbMaX JaXe €CJIM OHU MPUILIH OT
TBOMX Jipy3eid. Jlydine yrouHu y HUX, OTIIPABIISLIIN JIM OHU TeOe 3TU (ailibl;

8. Ilocme okoHuaHms PabOTHI Ha IOYTOBOM CEPBHCE IEpe] 3aKPBITHEM BKIAIKH C
caiiToM He 3a0y/b HaXaTh Ha «BBIATIY.
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Kubepbynnune unu supmyanvruoe uzoesamenbcmeo

KubepOynnuHar — mpeciegoBaHuE COOOIICHUSMH, COJEPKAIIMMH  OCKOpOJICHHS,
arpeccuio, 3alyruBaHue; XyJIUTaHCTBO; COIMAIbHOE OOWKOTUPOBAHUE C MOMOIIBIO0 PA3TUYHBIX
WHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO O0PHOE ¢ KHOEPOYIITUHTOM:

1. He Opocaiica B 60i. JIyumuii croco0: mocoBeToBaThCS Kak ceOs BECTH U, €CITU HET

TOTO, K KOMY MOKHO OOpaTHUThCS, TO BHayajle YCIIOKOMThCS. Eciu Thl HauHemb

OTBEYATh OCKOPOJEHUSIMH Ha OCKOPOJEHHUS, TO TOJBKO elle OOJbIle pa30kKellb

KOH(IHKT;

VYrpasinsii cBoel KubeppernyTaruei;

3. AHOHUMHOCTH B ceTd MHUMas. CylIecTBYIOT CNOCOObI BBISCHUTH, KTO CTOUT 3a
AHOHHMMHBIM aKKayHTOM;

4. He cTrouT BecTH XyJIUTaHCKUN 00pa3 BUPTyabHOU kxu3HU. IHTepHET pukcupyer Bce

TBOM JICUCTBUS U COXPAHSET UX. Y IAUTh X OYyAeT KpaiiHe 3aTPyAHUTEIBHO;

Cobnroait CBOM BUPTYaIbHYIO Y€CTh CMOJIOAY;

6. Urnopupyii enauHmuHbld HeraTuB. OJXHOPAa30BBIE OCKOPOUTEIBHBIC COOOIICHHS
Jy4iie urHopupoBaTh. OOBIUHO arpeccus MpeKpamaeTcsl Ha Ha4allbHOM CTaauH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B COLTHAIIBHBIX
CETSIX €CThb BO3MOXKHOCTH OJIOKHUPOBKH OTIPABKU COOOIIEHUN C OIMpeIeTIeHHbIX
a/Ipecos;

8. Ecmu t1b1 cBuzmerens kuOepOymiuHra. TBou pgeicTBHs: BBICTYNUTH MPOTHB
npecieaoBaressi, IOKa3aTb €My, YTO €ro JEHCTBUS OLIEHUBAIOTCS HETaTHUBHO,
MOJAJEPKATh IKEPTBY, KOTOPOH HY)XHA TICHUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pOCJIBIM O (haKTe arpeCCUBHOIO MOBEACHUS B CETH.

N

o

Mobunvuwiii menegon

CoBpemeHHble cMapTGOHBI ¥ IJIAHIIETH COAEPKAaT B cebe BIIOJIHE B3POCIBIHA
(GyHKIIMOHA, W Temeph OHU MOTYT KOHKYPHPOBaTh CO CTallMOHAPHBIMH KOMITBIOTEPAMH.
OpHako, cpeACTB 3alUTHI JJIs TOJ0OHBIX YCTPONUCTB MOKa OueHb Majio. TecTupoBaHue U OUCK
ySI3BUMOCTEH B HMX IPOUCXOJMT HE Tak MHTeHCHBHO, Kak misa I[IK, To xe camoe kacaerca u
MOOMJTHHBIX TIPUITOKECHHM.

CoBpeMeHHbIE MOOWIIBHBIE Opay3ephl YK€ MPAKTUUECKH TOTHAIM HACTOJIBHBIC aHAJIOTH,
OJIHAKO pacmupeHue (yHKIMOHATa BJIeYeT 3a COOOW OOMNBIIYI0 CII0)KHOCTh W MEHBIIYIO
3alIUIIEHHOCTbD.

Jlaneko He Bce MPOM3BOJUTENM BBIITYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIINE KPUTHUYECKUE
YA3BUMOCTH JIJI1 CBOMX YCTPOMCTB.

OcHOBHBIE COBETHI /17151 0€30aCHOCTH MOOHMIIBHOTO TenedoHa:

1. Huuero He sBisercss mo-HacrosiueMy OecruiaTHbIM. Byab ocTopokeH, Beab Korjaa
Tebe mpearaloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKpBITHI KakKHe-TO
IUIaTHBIE YCIIYTH;

2. Jlymaii, npexxae yem otipaButbe SMS, ¢orto mwiu Buaeo. Thl TOYHO 3HACHUIb, TJE OHU

OyayT B KOHEYHOM UTOTE?

Heo0xo1umMo 0OHOBIATE ONEPAIIMOHHYIO CHCTEMY TBOETO cMapTdoHa;

4. Vcnonw3yi aHTUBUPYCHBIE IPOTPAMMBI JUIsi MOOUIIBHBIX TEJIE(POHOB;

w
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5. He 3arpyxkait mpuiiokeHus OT HEU3BECTHOT'O UCTOYHUKA, BEIb OHU MOTYT COAEPKATh
BpPEJIOHOCHOE TTPOTrPaMMHOE 00ECIICUCHHUE;

6. Ilocne Toro Kak ThHI BBIMJCIIH C CaifTa, TJe BBOAWI JIMYHYIO WH(OPMAIIHIO, 321U B

HaCTPOWKHU Opay3epa u yaaiau cookies;

[lepnonnuecku npoBepsiii Kakue MIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. Mamaii cBOi HOMEp MOOWIBHOTO Tele()OHA TOJBKO JFOASM, KOTOPBIX ThI 3HACHIb U
KOMY JIOBEpsI€lllb;

9. Bluetooth gomxkeH ObITh BBIKIIIOUEH, KOTJa Thl UM HE MOJb3yelibcs. He 3a0ObpiBaii
MHOT 12 IPOBEPSTH ITO.

~

Online uepot

CoBpeMeHHbIE OHJIAMH-UTPBl — H3TO KPACOYHbIE, 3aXBaTHIBAIOIINE PaA3BIICUCHUS,
00BEANHSIONINE COTHU ThICAY YEJIOBEK M0 BceMy MHpY. Mrpoku uccienyioT AaHHBIM UM MUp,
O0IIAIOTCS APYT C JPYTOM, BBIMOIHSIOT 3aJaHMsI, CPAKAIOTCS C MOHCTPAMH U TIOTYYalOT OIIBIT.
3a yIOBOJBCTBUE OHM IUIATAT: TMOKYIMAIOT JMCK, OIJIAUMBAIOT aOOHEMEHT WU MPHOOPETaroT
KaKHe-TO OIIIUH.

Bce st cpenctBa Mayr Ha IOAJEpKAHWME M Pa3BUTHE WIPHI, a TaKKe Ha camy
0€30I1aCHOCTb: COBEPILIEHCTBYIOTCS CHCTEMBbl ABTOPHU3AlMM, BBIMYCKAIOTCS HOBBIE IAaT4M
(umpoBbIe 3aMIaTKH U1l IPOTPAMM), 3aKPBIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HOZIO6HI)IX urpax CTOHUT OIACATHCA HEC CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXKu
TBOCTO I1apOJisd, HAa KOTOPOM OCHOBAHA CUCTEMA aBTOpU3aAlIUN OONBIINHCTBA Hrp.

OcCHOBHBIE COBETHI 0 0€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu apyroit urpok BeeT cedsl IIoXo WIH Co3AaeT Te0e HEMPUSITHOCTH, 3a0JIOKHPYH
€r0 B CIIMCKE UTPOKOB;

[loxkamyiicss aIMHMHHMCTpAaTOpaM WIPbl Ha IIOXOE€ IMOBEJEHUE JOTOr0 HIPOKa,
XKeJIaTeIbHO IPUJIOKUTH KaKUe-TO JOKAa3aTEIbCTBA B BUJE CKPUHOB;

He yka3zbiBaii 1uaHy0 HHGOpMaNUio B ipodaiisie urpsr;

VYBaxkall Ipyrux y4aCTHUKOB II0 UIPE;

He ycranaBnuBaii HeopunaabHbIE TATIU U MOJIBI,

Hcrnonb3yil ClI0KHBIE U pa3HbIE NIAPOJIU;

Jlaxe BO BpeMs WIpbl HE CTOMT OTKJIIOYAaTh aHTUBHpYC. Iloka ThI mrpaemsb, TBOM
KOMIIBIOTEP MOTYT 3aPa3UTh.

no

No ok ow

Duiune unu Kpaosica Tu4YHblx OAHHBIX

OObI4HOM Kpa>1<el71 ACHECT U ANOKYMCHTOB CCTOJHA YK€ HHUKOIO HE y,Z[I/IBI/IfH_IB, HO C
pasBUTHEM I/IHTepHeT'TeXHOHOFI/Iﬁ 3JIOYMBIIUUICHHUKN TIEPEMECTUIINCh B  HHTCPHET, U
IpoaOJIKAIOT 3aHUMATHCA «THOOUMBIM JACJIOM.

Tak mosiBWIIaCh HOBasl yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILIHMHT, TJIaBHAS LIEJb
KOTOPOT'O COCTOMT B IOJYYCHHH KOH(QUACHIMAJIBHBIX JAHHBIX IT0JIb30BATEJICH — JIOTHHOB H
naposieii. Ha anrnmiickom s3bike phishing unraercs kak ¢ummnr (ot fishing — peiGHas 10B,
password — mapouip).

OcHOBHBIE COBETHI IO OOpHOE ¢ PUITHMHTOM:

1. Cnenu 3a cBoMM akkayHTOM. Ecimu Thl mojo3peBaelib, YTO TBOS aHKeTa ObuIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKMPOBaTh €€ M COOOUIMTH aJMHUHUCTpPATOPaM
pecypca 00 3TOM Kak MOKHO CKOpee;
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2. Ucnonb3yil Oe3omacHble BeO-CaliTbl, B TOM 4HCJIE, HHTEPHET-MAara3uHOB H
MTOMCKOBBIX CUCTEM;

3. Hcnonb3yii ciokHbIe M pa3Hble Mapoiu. Takum oOpa3om, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIJIEHHUKHU [IOJy4aT JOCTYI TOJBKO K OAHOMY TBOEMY NPO(UIIIO B CE€TH, a HE
KO BCEM;

4. Ecmu Te0s B3jIOManM, TO HEOOXOJUMO MPEIYNPEAUTh BCEX CBOMX 3HAKOMBIX,

KOTOpbIe J00aBJIeHbl Y T€0s B APY3bsiX, O TOM, YTO Te€OS B3JIOMAaJU U, BO3MOYKHO, OT

TBOET0 UMEHU OYZET pacchlIaThCs CIIaM U CCbUIKHM Ha (PMILIUHIOBBIC CANUTHI;

Ycranosu HasexHbIH napois (PIN) Ha MoOuIBHBIHA TenedoH;

OTxIIr0uM cCOXpaHeHue napoJs B Opaysepe;

7. He oTkpbiBail ¢aitibl U Ipyrue BIOKEHUS B MUCbMax Jake €CIU OHHM HPUILIH OT
TBOUX JIpy3ei. JIydre yrounu y HUX, OTIPaBIISIIN JIU OHU TeOe 3Th (Daidsibl.

ISRl

Lugposas penymayus

[ludposas pemyranus - 3T0O HEraTUBHAS WIM MO3UTHBHAS MH(OpMAIHI B ceTH O TeOe.
Komnpomerupyromass uHpOpManus pa3MelieHHass B UHTEPHETE MOXET Cepbe3HBIM 00pa3oM
OTpa3uThCA Ha TBOEH peanbHOW *ku3HU. «L{udppoBas pemyramus» - 3TO TBOW UMUK, KOTOPBIH
¢dopmupyercst u3 uHGopMaIuK o Tede B UHTEPHETE.

TBOE MECTO )KUTEIbCTBA, YUeObl, TBOE (PMHAHCOBOE MOJIOKEHUE, OCOOCHHOCTH XapaKTepa
U pacckasbl 0 OJIM3KUX — BCE 9TO HAKAIUINBACTCS B CETH.

MHorue nogpoCcTKH JErKOMBICIEHHO OTHOCSATCA K MyOIMKALMU JIMYHOM MH(pOpMany B
WuTepHere, He mOHMMAas BO3MOXKHBIX MOCIEACTBUM. ThI axe HE CMOXKEIb A0ralaThbCs O TOM,
qTo (oTorpadusi, pazMelieHHas 5 1eT Hazal, cTala IPUYUHON OTKa3a MPUHATH Te0s Ha padoTy.

Kommenrtapuu, pasmemienue TBoux Qortorpaduit u Jpyrue JedcTBHS MOTYT He
WCYE3HYTh Jak€ IOCJIE TOro, KaK Thl WX yHadullb. Thl HE 3HAENIb, KTO COXPAaHWI 3Ty
nHpOpMaINIOo, MoMaja JId OHAa B IMOMCKOBBIE CUCTEMBbl U COXPAaHWJIACh JIM OHA, a IJIABHOE: YTO
MOyMalOT 0 Tebe OKpYXKarolee JIOAH, KOTOpble HainyT u yBUAAT 3T0. Haiitn mH(popMaImio
MHOTO JIET CITyCTSI CMOXET JI000H — Kak U3 J0OpbIX MOOYXKIEHHH, TaKk U C HaMepeHHEM
MPUYUHUTH BpeJl. ITO MOXKET OBITH KTO YTOIHO.

OCHOBHBIE COBETHI 110 3alIUTE HU(POBON peIyTaliu:

1. Tlomymaii, mpexae 4eMm 4yTo-TO MyOJIMKOBaTH M IMepeaaBaTh y ceOs B Oyiore Wik B
COITMAJIbHOM CETH;

2. B nactpoiikax npoduiis yCTAaHOBU OTPaHUYCHUS HA IPOCMOTP TBOETO PO U eT0o
COAEPKUMOTO, CIIeNIald €r0 TOJIBKO «JIJIsl IPY3Ei»;

3. He pa3smemaii u He yka3biBail HH)OPMAIIHNIO, KOTOpasi MOXKET KOT0-IMO0 OCKOPOISATh
WJIH OOMKaTh.

Aemopckoe npago

CoBpeMeHHbBIC IIKOJFHUKHA— aKTUBHBIC IMOJ30BATEIN MHU(POBOTO TPOCTPAHCTBA.
O,Z[HaKO JaJICKO HE€ BCC 3HAIOT, YTO IIOJB30BAHUEC MHOI'MMH BO3MOXKHOCTAMHU I_II/I(I)pOBOFO MHpa
TpeOyeT CoOJI0ICHHSI TIPaB HA HHTEIIEKTYJIbHYIO COOCTBEHHOCTD.

TepMHUH «UHTEIJIEKTyajbHAsi COOCTBEHHOCTbY» OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YeJIOBEYECKOr0 yMa, HAuMHAsl C HOBBIX M300PETCHUN M 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTH
Ha TMPOAYKTHl M YCIyrM , W 3aKaH4yuBass KHUramu, QororpagusimMu, KUHOPUIBMAMH U
MY3bIKQJIbHBIMU [TPOU3BEICHUSIMHU.
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ABTOpCKHE IIpaBa — 3TO IpaBa HAa MHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEACHUS
HayKH, JINTEPATYPbl U UCKyCCTBA. ABTOPCKHE IIpaBa BHICTYNAIOT B KAYECTBE rapaHTUU TOTO, YTO
UHTEJUIEKTYaJIbHBII/TBOPUECKUI TPy aBTOpa He OyIeT HalpacHbIM, JAcT €My CIpaBeIJIUBbIC
BO3MOKHOCTH 3apaboTaTh Ha pe3ysibTaTaxX CBOEro TPYAad, MOIYUYUTh U3BECTHOCTh U MPU3HAHHE.
Huxkro 0e3 pa3pernienust aBTopa He MOKET BOCIIPOU3BOIUTE €r0 MPOU3BEIEHUE, PACHIPOCTPAHSATH,
nyOJIMYHO JIEMOHCTPUPOBATh, MpOJaBaTh, WMIOPTUPOBAThH, IyCKaTb B TPOKAT, MYOJIUYHO
UCIOJHATH, I0KA3bIBATh/UCIIOIHATh B A(Hpe Wi pa3Merats B IHTepHeTe.

Hcnonb30BaHue «ITUPATCKOT0» MPOrPAMMHOTO 00€CIIeYeHUsI MOXKET PUBECTH K MHOT'MM
pUCKaM: OT TMOTEpPH JaHHBIX K TBOMM aKKayHTaMm J0 OJOKMPOBKH TBOETO YCTPOWCTBA, I/IE
YCTAQHOBJICHHBIM He JlerainpHas nporpamma. He cTouT Takke 3a0bIBaTh, UYTO CYILECTBYET
JeTajgbHble U OeCIIaTHBIE IPOTPaMMbl, KOTOPBIE MOKHO HAalTH B CETH.

O nopmarne

CereBn4oK.p) — TBOW TJIABHBI COBETYMK B CETH. 3/€Ch ThI MOXEIIb Yy3HATH O
0€30MacHOCTH B CETH MOHATHBIM U JIOCTYIHBIM SI3bIKOM, @ MPH BO3HUKHOBEHUU KPUTUYECKOM
CUTyaIluu OOpAaTHTHCSA 32 COBETOM. A Tak)Ke NMPHUHATH Y4acTHE B KOHKYpCax M CTaTh CaMbIM
M(POBBIM TpakTaHUHOM!


http://gimn-keg.ru/setevichok.htm

